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• Why change management and its significance

• Types of changes in production environment

Discussion topics
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• Change management controls

• Impact of weak change management control

• Integrity management
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• Software Development Life Cycle (SDLC)
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• Total fraud losses in the United States 
estimated to be $994 billion in 2008
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Why Change Management
and its significance?

• Change management – it is 
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• Applying OS patches

– OS vendor recommendation
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• Software changes
– Deploying OS
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• Company specific application change

– Major, minor and emergency changes
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Application changes
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Types of changes
Physical access change

• Physical access to data center

– Preventing root level access through a 
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Types of changes
Logical access change

• OS Access Change
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Change management controls
Planned/routing maintenance changes procedure and controls
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Impact of weak change controls
• Potential for system outages

• Prone to unplanned, unauthorized and 
undocumented changes 
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• Prone to system attack – example denial 
of services

• Misuse of resource
– Unplanned work

Impact of weak change controls
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Integrity management
• Prevention

– Restrict logical access
• Firewall, IDS, OS and Application
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Integrity management
• Detection

– Monitor metadata and look for changes
• Create, store and monitor baseline metadata values
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Integrity management
• Recovery

– Maintain a backup copy of the production 
data
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Change management leading practices

• Change management policy, 
procedure and standards

• Change request management
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Change management leading practices

• Prioritize/categorize changes based on 
downtime, lead time, type of services 
and severity of the change (Low, 
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• Change Request Analysis
– Business Analysis

• The likelihood of success
• Significance to business

Change management leading practices
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• Appropriate approval should be obtained 
between the different phases of change 
management process
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• Logical environment (separate) –
Development, Test/QA and Production

• Deployment process

Change management leading practices
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• Key Performance Indicators (KPI) about the 
entire Change Management Process

P b ttl k f l t h i

Change management leading practices
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• Integrity checks

– using automated monitoring tools

Incident response

Change management leading practices
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• Managing change is a critical component of any 
SDLC model

– Change Management and SDLC are not mutually 
exclusive

Software Development Life Cycle
Relationship between change management and SDLC
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• Waterfall 

Software Development Life Cycle
Relationship between change management and SDLC
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• Iterative model

– Agile Methodology

R i l U ifi d P (RUP)

Software Development Life Cycle
Relationship between change management and SDLC
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– Rational Unified Process (RUP)
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– Joint Application Development (JAD)
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• Prototyping

Software Development Life Cycle
Relationship between change management and SDLC
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• V Model
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Software Development Life Cycle
Tools to better manage change
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Questions

Contact Information

• Steve Owyoung, 415‐963‐7603 
sowyoung@kpmg.comso you g@ p g.co

• Doug Mohrland, 415‐963‐7570 
dmohrland@kpmg.com


